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(514395409 fl.n) n"va nvMPiwv -IN .on .in nsiap .1 
(514971522 fl.n) 0"»3 ni»llP«3U *ia»0 1>p .2 

4672222 ,n»^^in ,22 mPan PaPi : N>n nnivyin lJiainao 


myamn 


n»a«3/jii3p nv>j» is snv’anfi wan 
Pl"P 600,000 :nii’ 3 P 7 l OIDO 


ana 

n)’n yi-rpa nna nNsnnP onauia ion iron inn >N 3 > K y won n>n> yauin ,it nynna .1 

,P")3 Dm 3 >N3 J131JlDa 

in/i noPwna wi aaoana nuyoi m nyrni arm ouyuin maiy in/i on in/i myo Pa .2 

.□pain in/i D>mn ivypn >oPi piyn >aP Pan .pDipinP 

nu» ,n 


no now ioni injva jiiyaiunvy-nPin-inni’n Pun naiyn Nin it nynn Pw nuny .3 
minn irnP yaaxin naiynn mysnNa Punn .nynnn ana ivynna o*m>p >93 yauin iwa 
.mow jin PapP >Paoi PnP own mnNo dino Po Don topd pma pimn mam 
jin ysaoo inn Psn nain jin Jiaponi dniq n>d iivyann -[uia nanynn jupjin duo oy 

I .Pu>*in 

in »n3*iyon" : iPnP) Pegasus -"oioio” ovya nyn> innio myaiuno -nPin-Piinn naiyu .4 
jnoaNO N>n .nPb piNa on»i on'oaQ Py JiiuPnwn mosNn naiynn .('-oioid naiya" 
□>oiP>aP nou uPap ,i>oaon Py jiioPpm Jiin>oP non yua jnmoa apyo mPiya 
jiaaynn ,ioi:ia .unouN jvnaynP nwu ,(uopoJ Jiiaina juyiinP non ,n>oaoa omnon 

l 









masb na pinna nabsnn nbyon >n by bwab 


pa’OpN piNa moana otbob DJ mMND 
.pnnonn bo lnanoa 


nbmn -bivnn roiya r obiyn pn yiNn >nrra p ,o>iwn mivypjin >ban dpipo nn >ab 
jvnnN ivbsn by rany N>m onpn mon nann naamnab mom inriP mynmno 
ov ,-voann pma ropma na rnno yaw "piop" roiya bo min” .pwn jinnna 

.nmb>yoni nnvpa pnnnb ’bio naan iNomb nribinp 


n>bN mornmnn ,ra paon inNn nvaioan bNPiopn nonnnm ,roiyan bo ppin iiNb 
Niimn <pn bo inipp nnn mani ,po:>b nam ,"Oiop” roiya p byi ,po} bND N>n 
oawn o^nioiDb oNTina .2007 nmon np» by mppn pinb ONJina ,pno>nn moan 
DPvb p ~ ) roiynn tin nonb mynnib ionp pnoon non ,D”bNio> miopn ’ban 

.bNio’ win dp on’pn o’pmn niNKnin manon rpvinbi 


.5 


.6 


iron 5.7.2018 ova >n mniynn ainbb inn roiynn moab ioni nvann nipp by .7 
l 'on nynmn bo myob nnniyn ion ana nnn qio’n nnn nonn mo’bpian >n oioiob 
nniN aonb nom ’pin Mb piNn "diop" naiya vn p’nyn dw>nh nnn mimy p byo 
dio’n nnn o:nn myob miyn inn .pnoon non no’N Nbbi mynnm ny’i’ Nbbi ai <pnb 
yvna pap no nans ,nvinn pnoon yiob no in mno Oman nyanb p’on bo niioyn 
.nonn iamb nyion in oin’oi mnoo pivo p’on Nbb mnoo pivo nbiyo 


.l/y pion ,oiO’Nn inn nomb ioni 5.7.2018 ova "ipin ni" inNn nnnn pnyn a^i= 


.D”poyi omibona dpv onni ,obiyn omo o'mvb vapan vk nnaioi vpa myaron .8 
,mppaa nM]in m’pnb vpimp m>n>b np>inp nvbv pbi ( jniwpnn oaip o>nvn Pb 
ibn ivb’a 55 v*vav 2017 rupn v’ippn any vabaab "P1P30" voiya vm nan myanin 

.a"mN 


,2/y laion , 24 . 11.2018 ova pMn yvvya opaonnp T>pnn pvyn a ,y ^a = 

pm>p pa nainw nmnn d-tm vvpt nmn naaa o>mpaa b> ypn byi ,o»yppa aab .9 
np»d ivpp bio>ab pnonn *nvyn bM naa nvpyi pnvp niyaronvy bvnn v^aiva 
ypa by n^a wm "■>ppjaN" >aiNbvan ppMn opa nvpyDP n n>n .myavjn bw >vnpnn 
. 1 . 8.2018 ova NPin ppmhp nyYim opnavnp na nnaiya *TnM in rmnp na^p va>pv 
myynKa ppMn naiya inKb *i»pn pabun ppanb n^no p>pa n>n n ion} v nynna 
n>nyob ^mn o^M^ajp omyp o>bpa noipn nnma n,nynna inM} ny ."pip^o" roiyn 
vm pinan iai /'pipp" rvriorin pbn ono onnNb omw>p oy man mynn iba>p 
din nvp\ >b>ya m na o>pavpap nmyon niya pnua >nivb maa} vaiynrw n^ponn 

■ibnb inavo na yninn nnjna ,mspnaiN ’bpai 











pipo ,1.8.2018 -i 26.ii.20i8 dpp "pppn" ymN oyoo nmmyb my*nn nnyn a"m = 

.3/y 


,b'on ^"iNn nmpnnb nnana miwpnb mynnm own mooiw noniao mmm ,*pn> inn ,io 
moob inno pw nmyon moo o:*ybi nmyon my iob po mnwpnnb iwnnnn Nb in 
oop no o ipm mynmnw mmn ipi ,ncmnno nbiyw on wnnin Nb nnwpnnn D^y ,t 
mmwpnnn o iwo*m mynnm ,o dm iyind mm pnoobi miwiiNb" nmyon noon 
nmo mynnm o ,nok ,nhv .imoon *nwo mpoi omoo nhp> piny oNnnn mwyo 

."pipo" nniyo moob nmyon my oy nppyn onpn nwyob 

wpp nwiy nmyon my ,rann^ poonnnw now o>nnn o byi ,ibnb innow on .11 
obiyn onim nmyon o>Nunm *iowon mojnoi o»oto ot>yn nnN npyob noira 
o iyo> ymnn .nnpn nbisn opn noon noipim pob Pto b>yn Ninw ymnn nomn 
Nin NbN ,nnbn impost nyonn nsojio o>n oonN oon mn ra noinn nwyiw wio’wn 
ymnn /raba myuti mynanb .mwoo o»n noo ton ywno oon DnnNi pin npyo 
oy ymnn bw nimn niymnni rmvwn otw bivab nwa>w inmo niyansnw nanyon >a 
rmaa nmopiN who nbmna im>a mss pwa nmaw vjpiwN'n bN»'3t noon »N3in>yn 
mnpn pin nmwni mnN bmaw bimn »a po> yamn .biaautJ>Na nmyon mbitoipn 
no nN bt?nb nubnnb n>woo noon onn nmyon niysoNi vjpiwN'n pah ii>a niymnni 

.nPionpn niaoa trwpman m by >'*piwN'n 

pn npyon mbiynn mynnm bw yppnn ,mynnm m by tut ‘mom ,ibnb vmmw on .12 
m nbwb nnyo *jwoi Nin NbN ,ooiw ooimobi opmt nmyon moo oy o^nwo 
,ooinm mmy ,ooinm mnyn bw oobwn nmopN mmiyo mbt nimwoo mynmm 
onon omon mmow on nmyob jdtoi oooiy pt»u on ,nnnyon nbynn by norm 
nN roo lmioon lpppon bwoo >o*n> oy mynnm nwpnn in nnN minb niton 

n N mN onbn pbo 32 nmon nmyon 


no oon nwnnw mnN nyon onon moy ipppon bwoon phi oy mynnm ninwpnn .13 
5 bw Down nwnn ii nyon ,(61866-08-18 N”n) 31.8.2018 oio noN-bnn mnnn wnwon 
bwoo put "pipo" bimin nnnyo m>nob yion mynnm do oop>ppo oomn 
onN >pin Nb npyob wio>w nmyon nwyi >n ivwi nyonn ,m mpob noon .ipppnn 
bw nipmb nom nnom o*tn nnoib nip> nronb ouw *m*r o’>mnni o’Ptia otto 
opnibn Doomoi din mom >nwio pr >miyi o^minn otto oimw oomnn 
miwpn tnn nnmnn mpip ton bimn nwm ,nmoim noiun mmwn bwn .mnmwn 
tnn nnnnnn mpip N>n oopppon ooninn own nyonn nwm .obiyn o^wnp 

,poi obiyn otoio miwpn 


ni" -i "PPtnbn'o mnnn pnym "pd>p pnn-p" pn>yn noponnw nnnn pnyn_mm= 

,4/y pipo /opno 
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nynnb o>iisn 


as Kim ,niipa\y pap mnnanaa biKnunn 


yawn 

mya misnou nmpa yap aum mn yamn .14 
.nniypn any nabian bu mw 


.biNnunna nuwiamKa onwPiJ bapnnu i 
bnn ,nwian nn>m uimua an pivna bya 
my^BNa nnnbia nnuia papb bnn Kin .n 
by ,m>inn bin>> pix by nmpn rm«n mm 
.nabann bp 'jinn mwia byi ,nabBBn nKis 
pnypn rmra bitbtn byi nabonn din nrnm 


.a 


nKb mspb mnypQ nay yawn ,2009 nira .15 
,yamn ,umopa biNnunaa w»nw nya 
abma d^ki’M a»u>bia o’NPisa Kuannb 
in ipp .onnNn n>i>nn nnw ,iumu 
,n nmmun by ,nubi\yn nmban nnaun 
bp muian niiann by mpoa bap yamn 

.pnpimni pnpiat 


ian pinna inn Kinp nviNbiaian naia apnnnai pm’bion mib>yai imanyo bpa .16 
nomn bpai ,nbK nmbamn bpa .nabnaa bPno wms tub npibamnb niuob ymnn 
-a niipa ubpn nppa ymnn p>sn paboaa bpoo mu n> by maa bapp mmbian 
p>sn yamnp ubpan nppa >a mmyn . 21 . 2.2014 apa nbapnn 11 nppa , 31 . 12.2013 

.Kins >vnbia ypn by nnwi mam n mnbn mnaai nbapnn 


naibon n>a pubp bp pnn ipaoi npbia b^yaa 
oi>a p*> ymnb .nabom on>ysm anpa mpoa 
Kin imysoKapi bmo Ninp YouTube -a mn 
ppb qppa .omsa 141,860 -a p> mypn iupq 
nnpuoi pubp iynb onnK cnb^ya ay inn 

.YouTube >m 


nn 


nb>nna bimpp>Nn nmiw mpiPN'n bKoo 
any bp p>am pnonn msssnb mippn □> 
,nnan nisnNn imsnnb nayi mnyo nK my 
nib>ya bp am ivisbi nbiya ^nwb ibnn am , 
npmpm nabn nnmbian nianwn .n> 
nyups it nmn manip pp aiKb ikk> di 
nmyun mbiunpa nnva ntaK pwa mpi 


yamn bp ibyia ,nnmbian mamb nmsna .17 
mnbiaia ias Kim ,osynm ibn mypn 
n piybi ,iumua onpiy 338 ,000 -a inp 
n by mmp>m npmbian pmyi nK nwn 
,bmm omn yamn ,ibK nun d^ok 
nyi lump nmavyn ,DnnK laon ,nmyua 


nn >Knmyn bu map nan o> n>n yamn .18 
up3nu n^iap niy^DKa mun imupiK 
mpiuN'n lou inKb ,2017 niuo .nmyun 
mm> bu o>un’ naiyo dpuh pa nopm 
myun bnpn nyib ip^ya niypun mrnbia 
iuu omu D’upnia nmnb nbiya ian>u 
uk'h nimn bu mn>n inKb ywana 

,bimuu>Ka 
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myamn 


an o’orn >"V ,2010 mpa nopm nyamn .bNapn nowin man nrn l 'pd nyamn .19 
.ont>»nn bp ommap bp mm ’wma nmpi rranm ,N>ab naiyi pbin ibp paaa 

.□>t »3 omabo nnN apyab bpn maayo npppai nnnna nyamn 


nNbn mbyaa mmaai ,1 >vn nyamn bp naina nnwa nmpan man nrn 2 ma nyamn .20 
maann >np bp Dmwin omopaam ,1 'pa nyamn nvooa npnnnn man nnw bp 
•>bya in\i ppb nyamn ,mwpna om’ipao a by .mnpno’PiN oniN orn myamn 
o>pnpa ppay om ppb nyamn bp sman tin pann NaBnb ohbb mbmo inp mnmB 

.2 'pb nyamn bp awn nnn on^ia oniN 


,5/y ibipb , maann opa nNn 2 -u myamn by yarn obo a^i= 

n> by Nbn ppNa mptniB 2 »pb nyarnm 1 'PB nyamn nmB ,nnann opao jrpBn >o by .21 
moPBPl saiaBOpib bp nbvnn mpana nmpan man ,OSY Technologies S.A.R.L 
bp nNbo mbyaa nnn ,OSY Technologies S.A.R.L ,oNn man .184226B Nin oipan 
man nmaBppiba notpa N>n qNi 192125B Nin omn mapBPi ,2 Square man 
nnn maoopiba nowin ,Triangle Holdings man bp riNba mbyaa N>n 2 Square 
TNB’p »Na nnwan ,Osy Holdings (Cayman) bp nNbo mbyaa N>np ,19211 SB aapnn 
mn 2 'pd nyamn bp nmp ,2017 mpb OSY Technologies bp >mpn mm >ab 
Osy) man bp o>byan ,nmppria omnn >ob .(abn ypbm 408} amaN abrr 408,549,000 
Tirana nyppna nnanop naan ,Francisco Partners man nnn Holdings (Cayman 

.nrona 


,6/y pica ,OSY Technologies bp 2017 mpb >mpn n'rnn a^rt= 


,iNpn pa ,bima mnanon manN nnana npnno os ,OSY Technologies ,onh man .22 
)mn p ,CT Circles Technologies -l CS Circles Technologies naan bp o’byan N>n 
>np .noNnna 239933HE -i 336847HE Nin oipan pspbi pppopap bioo'ba niBiPa 
IOTA Holdings mNppNopn naann myyoNa OSY Technologies mbyaa pm maann 
naan bp o’byan oi Nm l mo nyamn .337445HE naopoi bTOO’ba rrawa Nm qN ,Ltd 
maan pm lbN maan .8521034 nnooni nocmaa noipan ,PFOS Technologies Limited 
.omp omp’Ba nbiya monpoi an>a mbya yn myamn oy mmpp 


mnoa nbP mb’yaa mappnnb yma rby nmnn l 'pb nyamnp oannn inNa ,bPBb qa .23 

: Nan pwa naNinc l 'pd nyamn ,maayn nm>BNn mn>N 

"NSO Group Technologies Ltd. (“NSO”) and Circles Technologies 
Ltd. are affiliates of OSY Technologies S.a.r.l (“OSY”, and together 
with any of its affiliates, the “Company”)” 
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nnmaNn nn>N3 aiobo onnb 1 <oa nynm 


pa 15 . 8.2016 ova rmnna pnyn i"m = 

,7/y paioa ,npaayn 


>dd npin mb>y onb o>pam m ny^an anaa 
inp nbtya bm ^moani nnN m>n>a ibya 2 
.mnND nyamb non pa o) 


onNUian tpyvpNn >nsb >a nyo> lainn .24 
>oa nyann 1 'on nynm joann oaia’o 
N>n tbbn mynmna nnNb nonpan nrnnis 


mmaiyn ropan .> 


PEGASUS-"tntao" ponya 


nnno , "Pegasus" -"anaa" doi nynm nnayan bo mpaoani mnnsan p>n mynmn .25 


ap>yn mam naibnnon ,mynmn bo pipon 


•>aiono ’3bo nma* naan npya mnbnno 


.Dbiyn nmn npnboaa yino’nv p>n npnmob 

Zero Day »-a jpyispan naon ymo na by manta ,"pidjd" apao , mynmn bo maaynn .26 
nPNO (oann pabon ,mynmn bo mpnnp nonnn bo mama man Nmo ("vulnerability 
a>onan N^nm yn>nb non yuan nub nnooNn ibN msaa .mmnn in a’oann pspb nyrr 
.myi panp’n ,nnb*n nbyan p>a ,a>oann bo rn^ppan baa mnmpN no’bo 7 m 

ppaapna bona man ay mynmn maopnnn pbna <i\ynw "oiosa" bo anon oaann ’3b .27 
no’o ,mo>o mo mysnNn aym bo oann pabon moan yinb aantn nnayann pbn 
myifnNn nynnna navy no’oi ,”Over the Air Programming- OTA" nNap) nnoNn 

.nan oanon nnnya in nym bo pobob SMS non nn’bo 




"Enhanced Social Engineering Message" (ESEM) nana po mn’O my’tsa 7 N mynmn .28 
bo pnyn ’ninny DNnnn anpnn oopo mynin annb naaynn b’yanb miyo mn’O Nino 
mpnn no 3 Nnn nnn ,nyamb r>unn nio’pn by ymbb nnon pin iamb ma by ,maonn 
na mynmn bo p’mb’nn .moan ny>n’ Nbbi anna a^p pt 7 m pobon 7 inb naayan 
mnb na o>ba bo am anaa y^ta Pegasus naaya" bo aaon moan iNtna m mnww 

."uo’pn jin mnnb moab onsb na oannyao D^a’an onua 


,8/y pitJD ((rpbMNni nnnaon naoa)"ta 


ma" naaya bw aaon uaaan pnyn i"ita = 


nma boiab na ^oatotN p'ini nbyaia N>n ,ay 
7 ioao naab ay naayana D>pbn aty ro>pn 
nbNn nnpnnn ba nbNuio pwa ptnaa a^oa 
.a’oaan 7 ina njpmn bunn naayao 


oaua ^ip>Nn nn«a nb’nno Jiaayan ,"ptoj 
: pnb oataan ba nN o^bbia ibbn oaimn, 


n a>oaa 7 m bN mama naayano anNb .29 
at nima N>m ,oann pabon >a>oaaa 
an by obnonb nn’b^a naayan ropnnn 
D>ja’u a^Nonb ^baat mao 7 m my^ana 


" bo aaon oaaan >3 byt ,njpnnn anNb .30 
anon oanan ’3b .iamb minino a’oaana 











Textual: Textual information includes text messages (SMS), 
emails, calendar records, called history, instant messaging, contact 
list, viewing history and much more. Textual information is 
usually structured and small in size, therefore easier to transmit 
and analyze. 

Audio: Audio information includes intercepted calls, ambient 


sounds (microphone recording) 


and other recorded audio files. 




Visual: Visual information 
recovery and screenshots. 


includes instant cameras, photo 


• Files: each mobile device contains hundreds of files, some 
invaluable intelligence bears, such as databases, documents, 
videos and more. 


• Location: tracking device location (Cell-ID and GPS) continues. 


. 9 /y pion ,b'on anon oisono 4 'po ton *^ 1 = 

: o>no nptbpb cppbnnD nnoux pipid roiynnp omron .31 

by 13 DP omnab pn^nnp (Initial Data Extraction) moNi .n 

>awn ,mn>p ,ipp ,SMS 'own ,o>bbi:> nbixi i>P“>nn 

.pnonNi 71121 n’nw'm o»i”n oxnipn pinppbzx inii non ,pi> 

in n ipynb pn^nnp (Passive Monitoring) ’tPP 2 noo -o>3W3 ‘tttoN .2 
bp omnan bn nix o>bbiD nbN .pimp >m 7m 7 pin iwoonp o>pm ooijd 
.cell ID-n by ppinnn oip>n mix npynb 7pm pipnih 7iP’2xn 


mninb foynon bp nbimb pnojin nidi ,(Active Collection) 7it>>N • > 

,ddn pu mnpn mmnpi monnnn dowo 710Mb ynon i>Pion nN 
ninyn ,*p3bo mn'W nobpn ,oip>nb omppn nnina 7iPNb nbin> roiynn 
bp wnnon mbip ninym 7ip>2xb on pniip’KD p2iip>m Pimpn ,o>mp 
7>PDjon bp 7PO >nib>s rmyni ,n:raon oifoub nnbunn ponpnb ,i>Pinn 


pn bmop no N'n m^pp^n 71 P>nh 


nbimp 703 mixinn mynmn .yuan 


ninN mnnn i>y>nn 71 p>n mom bm "PiPi 3 " 


npxp>b£3zxn D>nna 7iPixb 01 nbim ”pip> 3 ” nmyn ,b>yb piidm o>nni 7iP>ixb 7pm .32 
nvsp>b£)Nn :nin yi>n 7iPixb nbim noivon ,odph oiann >ob .yimw i>pdm mNiow 
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<pm nopa >o by moan mwp’baMb naaynn nN ownnb mbia> □> myanin .obiya 

.oaian 


, 10 /y pion pbaoa moaian nMiionn nibiyai pown piMi ommn pow was a"in - 


nnosM tow naaynn dm .o’mto yinn awannn onayin nooiM nanynno omnm .33 
nn>no .nbM omm anob pn n’n>w ny paw awann by pain piN 3 onnun oomm 
7ionb Mb hd man paa’tnn %5 by nbyn Mb napn baai paw piMi nwyi omron 

.awann bo oPynn ab n»wn 


7M ,Wi-Fi Min fpywn >yanNn .nnM ion bba ym nyaann idomw omnin naayn .34 
dm LTE-i GPRS, 3G mamno mnbibon mnonn niyanMa omni nnynb 01 noaM 
nnonb hd .SMS myanMa omn) nibob di nbiD> naaynn pnonMb non pM n>oanb 
nbiaw % 5 -b nynn nbbion aoNa ihp nbiya bD np’oan naaynn pmnin arpw tin 
pm 7N yaann omnin an>o ,m aann .mm aana msdi ymn awann aosa dm nnyon 

.Wi-Fi niyanMa 


noa myanNu ppy piMi n>oyi nannn mwni paw nwann pi mwpnn >a pwb awn .35 
nNapw anw nun nma myanin ,mawnn pbna .apyn bo niaoaM yiwb hd nwmiN 
noan .nipbi mpb bab nanvn noa N>no Pegasus Anonymous Transmission Network 
aaon 7m omw onvmno 73 obiya mmpn aaona owanw omaon naaain 
.naaynn nbn niaoaM mm ynno no Pegasus >mob oiynn ono nab o’bibon 


AES-128 bit mynnMa mamn raw omaon bM paw awannn omnin nnayn .36 

.symmetic enciyption 


nnoaM wba uyna nnn "oiosa" naayn h> by pai onon awano 7 D by mbyb nbiam .37 
-n mm nbmnn na>bn main M>no ,kemel-n nnaa awann yma nipmn naaynn po 
bai CPU-a paa>u obio biapn .oann pabon a wan bo Central Processing Unit (CPU 
Pegasus naayn mm mbsb aoaN >m ,nra nwwan nnaa narrow ppao nwann mbiya 

.anti-malware 1 M anti-virus nanyo my^BMn 


o>ba bw nnan nywn naaynn ,Pegasus naiyn bw D>nawb onaym D>Mnmu> anMb .38 
apyn nawaMn naaynn .Twannn hdmw omnin mnni pirn ,ynn ,pp onwaMnn 
nusin aym/naunn bw nmynn baw 7a (nwn yam owa by pi nnM pta p) HaMM>) 
p>nbi pm iniMa maun aapn anM aipyb awaM ,p ma .na nioyb bia> b>yannw nan by 
mbm im DH3DD ,nin\y wonb >aa omnia u>ia>n nwyb o> toudm .niaiap >ab niaonn nM 
pmn aw by aym/naonn myiini nibiya bw ninn nwyb dPid'> oPwann ,pma .nnan 
im mnw nbap pia omnon opiaw nwnann by niMann aionb naaynn nM mnmbi 
.n>aai wmwb nn pvynn niyanMa omm omnin ba .onon Dipna niMamn 









pimo wrt> yia> y^yann ,py>n/monn nnN ;mna jrm Piy pm o u>bno b>y3nn pwnd .39 
.n pnnon in. p>waon yya pyn> pinna n'vw monn .paiw p>waann panyan pm 


uwa ,rpiy>3 Jim yuoy >pa p’o^y mown y 
>d pDon \naon pu^sto piyapin ,n’waann 
.Pegasus papya piyiinNn '(ina rpn n 


may pyia> 03 papyon owwn mppna 
ppio papyann m pyn pwnd ,D>ppon 
owaanw “py id>p oiw m>MWD h 1 ? papyan 


pvinwppna rnn piyapin) lp’ppo oy pnwppnn rmnnoi aaon opanna pyiyw >aa .40 
piyapin .y>yaan puy papyon moo oy po^poa ppm piyamn yw iPiamyn ,0^n 
mynron ,nwyoy .y>yaon pmoy pppw/'iiapyi ,na>np ,npimn >pmw m pipaooi my>s» 
.unaiw dh'wddi yyio y>yaonw ywpn pVaiyaa >a>upN piMa piapiyo 

po*ia .nmopi nppnn yw jiiqi wPw Pipaoai Piy>un PtyiPin ,oaun onaon >ay .41 
.nviiaMy pirnw op oiPopyN pnip piysoNa poau na^DP mpaon myipin ,niiwmn 
piyapin pmnn = p>a>opNna ppv nopa na>npi npnnp pipaoo piyapin ,fi”iwn fiana 
irPw pjdip" piyuoMa pPspow Piuaun pvynn pm pinna mnpiai panyan pn ooma 
remote desktop software and a Virtual Private } uPNlvnu P’vna pwpi pinna nniay 
pp>p ppyia pipaoo Piyamnw npunpn r|vmy ,n>v>!Myn nona ."(Network VPN 

.rovnvyi papyon yw puiywa 


pDijiio ipwa on pa) y^yaan yw ppnp na^op Pipaooi rwjin m piynpan ,u in p My .42 

.rmipppi papyon "pwna" yy nrawn mi ,(on>n ppm in wnpo 

pDpn papyoy 31 p*tw pipaon 03 in ,pipaoo piyapinw nniasn na^opn popy noun .43 
onwaNon ooirrw ,papy nyia> papyonw nwTn piospna opyia oovrrwn .mra o>oya 
pipapi ,na py ^lpay nya> My papyanw niwnn nyyan pudip im o>p>\yaa Pi!>pa 
.papynn pyyan iynoa o^y^pon opmp pp>pi y>yaon y\y o>ap^y piompiod 


iay ,03 ipa>o ,o> 3 p>opnn y^oon >opi3 oy pipwppnn >aoooQ nyiyw >aai ,piyapin .44 
yw (configuration) >pipuyy ioua opp’Opnn o>y>yaoy napin >pipuy piaon opann 

.papyon 


na 


puapo niapiyn yy nvryjo npnnpi 3 iptw , 
npapw pppin >m yaw ia ,on-»yM papyon pp 
)pdipp pp^dw piapiwa mw np^oa piyap^y 


i>dp yw nyMn piyiyan ya o )yo> yaipn .45 
:>ao pnNy o^y>yann yw piyiyaa pdwopd 
ppiN on»y 03 pwom y>yaon yw ppiyiyaa 

.pypao ni’n 


opn ,l0/y-8/y o^apiyon o^aowom "piosa" papyoy pwmp y"in upiaan yp’on ,pinMa .46 
p>a >iaa piyapin P 3 ia oup>Ppnn D^yaipn iw’3nw ny’apy lapiitw oodpopd pyn 

.30.8.2018 oua pin ypn mnnn oawon 
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nniypn says bp»» re*m tay reysjnn finppjin 


reyaren nmiraa nppy nnw "'pMn” ymr 
.nnivrt nimpno rerepnn aa>re rebn> n 
reran bMaP’ muwna nMiinn ibaob irain 
o>mypb ncipna npibpao nareob nppya 
ypna bnn myon anyn ptpp nob naba o> 


p 


ya anai a^pnn opare onnN ore> pab .47 
areob myon boaon oy mina nopnn 
DPot>Di nnbn by 7onoon ,~i>pnnnn 
nopnn reyaren re nbiy ,nbN orere 
pain ,ombibo opiobob 'paab mooNon 
.o’nnbiDn lmmo ana aireo 


boao reap inN ma rennon ra nren nona naayi 2017 ppa ,7’pnnna nbiyp rea .48 
spiop myon pymon oNab anipan >rebnbN nbb*m jin nrein reb nbbao ,omyp 
PNonpbN aoMii ,borebN ream 7>oin pppiON'n rrenn bo innrea nuns reapya mnnNb 
o^bNao’ o’poy >oin rennon no ana .pymon pns poa oooan myo area Nino 
,aiN>nn re by pw nnrea ,nwnn noibnao mreab nre>n norren .reyaren bo oorei 

.innre reyareno 


,”i pipio” Mini innre reyareno oann region noreaa nppy nooon ,nnnna nbiya .49 
mo>p by ^nb> resnon paipo ’baa nbibo pobob ^nab nnbrere arere naanina nbna 
omyono iop>a reyaren om re t nm my .(mbs man aaoa nN nynb preoa} mobs 
nbnoa "3 oiore" re nreinb ren by inopo tin onb poobi ,oan oan pabu a>oaa oiaab 

.man aaoa na>oa m by pa pbN '■pnab 

bNao> naoooa nMiinn iboab nonno nnbn reynaNa aiNb Mm areren t repnnn reb .50 
pab omyon pa napaio nppya Dreaiya i>no own pa >poy 71020 ypa by nonno 
nnN 01 midp pbin ibo so ,reyaren renb obpb id>dph omypn ,nrein >ab .reyaren 
no^pnrip nvw 7bnoa a"mN bp onbn p>b>o 55 bp 7P ,reyaren bp onp^nno 

.nppyn nopre nabnoa 2017 >bva nmypn aaya 


Dim nnanNb vnp onnN o’nreia ^iynb spqn ^inh a'pnna wainp mymb paiore .51 


pbnb anapp >aa paipn CITIZEN LAB m^b 
Domini a'pnna reoNb DNnna .vaiino nnK 
onnp parey nw oikh re>ai b>yDi n>PObN 


pppp" vdd bp rm>*n "parea'Q oreipaa 
biab mypn appob iy»p reyaren oreabi 
oiNn ipareMpn pn apyon >ay> pa pbbn 


.naipa >nn re^ya yainn jini ,panba onmino 


pab reyaren pa nppy bp no>>pb npnan p; 
nreart aaaa ,pina repn reNDpre ireN by n 
.o«n pm na rennp>an niM'^nn oy nmionn 1 
reap Ji»ninai renoren NW«n ^bbab DMnn 

nsaynn biy>ib areret oip> is n»>N bs >s nsi 
o»7y^n hn reppre mpon jin unpin reysre 


m '(aMn a>pnnb reyaren reruns t areMD .52 
am Min dp poi spm ba .mypn aopon 
bi niPPMb inn>a pp rembpaom reyaren 
a rebyia in re renreoi reap reyaren 
>ns apoi my .are^n inipre nnre pnoren 
n .DJiiN psap w nino >7> by nyab 






Ky mynmn ,tiond .oosadfin Mo>a mail? ,m>pnfi niNmna d>\ypanttm d>iimjn 

.mpnnn Knimp no nmyon my 1 ? nnoi >unn noom o cnnnny ipnnnn 


ywo 


iok ,omyp ypoo >ono myyoKn moOmn 
mynmn nnon mKyi ,nm ay m> .mypn 
in mynmn >o nmi ,o>mypn oy aopn no> 
,mypn ypoon oy nnppnnn mom “idko ip 
ny~ib pio^py opko omnnn mnpyn yiono 
ynmn not ,-iopon mono nnK npyo >m 
inmm mnpyn >K*nim pyyn onpo mnpyn 
nmK yr’D popy mnnyp nyK \n mynmn 


nny 


inyri ypn nmpn nyo iiokod ,yninn .53 
on oy mynmn mppnn in ooonn pnno 
ipnnnn Mb in moyi ,-ppnnn muoip 
yi>o popy nnnn mwim moon mnnon 
yp yy www mpmnn niKmny opko pi 
yy o>mypn nK myn^D nnnyon nwyip 
bun pK omywn oy onpnn dkh ,ioyy 
?>apiPN'n noon >Kmmyn yp nnoKn 
.nmnKi iyy n nPKD 


ipyp dPpoo Dy niKpoyn 'innppnn nimy opko oh ,mynmn >o pyy oipon pn .54 
m>pn oy nyiyo ^npy nimpo ,ip>ppon mpon yoo ,npPnon nnN mninn nyny dio^p 
dPpd *tod ininvy niynsi? ymn tPn nomon innoiw nnriN nvopn mmpm nPPo 
onoyn iy>m "Dipso" nmyo myyoNn mym£inp nnKy ,Komy -p .o»mnm o^pPid 
ipmpon nnnso ,n>nK-ynn mnon oopon ira onn my>nn won opynp ,oop>ppon yp 
,ip>ppon nmpnn nywi no ,2017 nniopiNn .nomnn ano nnnm nPPo m>pn 
1 f po nynnP iPkp moon n> yy nmpnn rrny nynpy ,yN-m>n yinn tipo myyoKn 
2018 pom 2017 000002 nmin moo rmny .ipmpan mopnn yay non nppy prnrnnn 
nomp Ky l 'do oyuon .nppoy doidd ow nynpro Ny pKiw^o lp’Dpo npnaw iyo 
mnKo jnjinooi nyiys n^^y raoDo p>oy Km ,n>oon onKy o>urnn 10 ,ovoi nyiyo 
t)3W^ n»>x id" n>oyi mynron nnnyn m^oyo o msnmn .pw yno mpo hindo’o 
mpnn jin mipin myamn pnw wanDi in id>io yy nyay naiyon biyob 
^d’ttaDnn im?>a maab ,rwpniy niNymo o>vpadttni o>D*nin d>*ryyrt jin nmpoi 

!nyKD P>D0 


noKn no>pnn mnvo imwn moo nm>oo 

.onnK rtonmp 


n D>\ypi3on onyoyi nynny ,p yy idk .55 
nnnny dj KyK ymny pn Kyi ,niKy nnKyini 


mpn nmorp ini Kyp nmypn my nnyoon 
nyo 3iy>yn n:ni>3 D>y^DDon myipn inKy ion 
■jo no iy nmn> no nn’m yninn yp inyopn 
inKO n"H3 yninn nK niK>n McKinsey & Co 

.noyoon n 


yaina my>aan quo 


ninnym monnonn ywm ,pin nynon .56 
Kim yninn yw imp nyy ,noyoon mnnn 
Dion on>yyn mpm yyon noyoon ynpn 
mpany nymn n>KpmoKn yiy^n nnnnD 
mnnonny nwpn ynpn nyn >nyyo nwiywo 


.li/y piDoi 20.10.2018 ooo oo”o pno ion nnno pnyn a"yi = 


1 


1 









,mpPy-PN iPN'n in ,n»m iom onww 
nwiPw v 30 nmi mn ypinn pn ,imi mn> 
>331 ,m pN npPnnp p^nn n»iyp NmmnP m 
□y 'imiwpnm mypnm mP>yon niw> onpi 


o>y>ownn nwiPwn phn ,n w rm nnpyp .57 
hin mPyon Ninw w>Pwn imim iipwn 
Din imw (n M nn >3 Py) mvp D>y>3wnn 
ro imn pi ,nipup nnym ,*)PnP imrw 
.nmyon piyp Pwnnn >nm 


npiPnn nnown oy o>iwp onP ww o>yip> omyt? ottun nw ,2018 >Nn wiin ypnNP .58 
ywnn im> ipinw ,iny in»pw nw>n jmw .my wiomP wpm ypinn oy iwp n*> 
pwpi mww ,iNnPo y >2 pnnin pmin pmyon ipyn vnv Pw i>n>Pwp mmn omwn ,myw 
niNim >3 Py onpiy dhwi pnpwN'n pNno mmn >N)imyn Pw mmmP nNimn pnp 
iDiDv iy pnPt? p mnm Pw impn noiouNn xiwn ronnNp iy n>rw ,>)Nunp-pN myp 
.yunnn nsm nwiop ninnynP mw mwpi mpivwn pNna in Pw rain inNp impsnn 

ymn Pip poPo ip pnnn pmin iuyn win nn mm jin ypinP unji o>mPwn rw .59 
Pw nmPw nnn mPnnn Pinn toi y>nwn Ninw niip>pm ypinn Pw mmPion itiiPpdP 
mnP nnn wm dh .ipyn vnv >pPpi mwnn >dPp mnp>p tin pmow nnn win ,pwm 
in , 1’ipni mnownP niPnnP mnP N>n nnwNin ,nmi 3 iN >nw i>idp ip>pii nmyon Piyp 

.iraa 

nnuiN i>yp mmyon nnnwP omPN miPnnP ypmnn wii <p o>n>Pwn P"in onwnop .60 
onw iunp ypinn Pw i>ypn phn any irnpn o»wn >p pp> .ow mnwn nnPwn owP 
TOn ini nmy nP mmyun nrmwP dp>n iwP ypinn mmn .innown >ipp yiiDp o>Pid> 
oyi ,mi> iniNn .owP on>N imp Pimi mmnP niyi nP Nin tint oy in> ,ypinn Pw ipPp 


pmw ypinP iipnn pnpWN'n Pnop niinn 


>Niimyn Pw nyiymn n^in nvyio nomn 


!oi>n o»nn pp nmi pny Ninw np>on N>n niinwP imp mmnn mmP nnPnnnw 

pppi nnnwP on>pN miPnnP piui ,nniyun Piyp nmP nwppn tin nni ypinn pinup .61 
Pnhp oy iPv> nPiypn 7in>vyi inmm ,iPw n>n>Pi 3 n niP>ypp p>wnn Nin .nn Py m\y 
vjpwN'n oy ypinn ipy ,2018 >Pi>i >n> o’wnna ,PwnP pp .ipinnm nPn niinn vjpWN'n 
nnnnn lunm >P>y 3 Pw pi noon piNp nnn inionw "onnopPNn D>npm" opmD Py 
>P>ypv> mmpp onw "omiopPNn o>piPin" nipmw nn oy mnnnP >pp nmynp icmnn 
>P>yp no>pn omonvyi myon ivwnp o>niim niNim o>pppnPw in>im nnmm 
Pw nvyyni nnmPnn nN PPnP ny iniNPi dtp m>P>P\y niyinw nppni onwo n>p>ii 3 iN 
p”niN iPn 5,000 Pw po ypinP i>pyn pN mmn >npwN'n in pNnPn ip mnn ipyn win 

.m op>ii3p m>nnp 

Pwnnn >nii>P nnN pn oynp iypn op>ii 3 n miD >p IP iipnn ppynpw ,ypmn miynP .62 
min P"in op>ii3n /mmi 3 " miynp nwyiw winmp mrw ppynn mypnNp n>nyop 
,i»np PNno nnnP nPyw op>H3n im m imiynPi ,n>iiyop Pwnnn >nn> nN Pm im> 


12 










.12/y yaioo poptDNn nuoP yaipn pa mapapnnn pPn ppyn a^= 


nao DHL oamPDon mann nymnP nnmra oopo pymn yaipn Pa>p ,23.6.2018 Dm .63 
Dear Customer, DHL shipment No. #1751455027 is scheduled for delivery on " : aoto 
28/6/2018, Manage delivery at https://Sunday-deals.com/tfaE03gTD ,DHL" 


.13/y 1 


diod ,23.6.2018 opo nyainn ppynayya= 


py ^nP oiaopNn piyynNa mpD on^no Pd mPoD pyinP na>y naipp ppinpd yaipn .64 
iwp py>nP oy ."oioia” paayn p>pdpP mo>p lpn nr aw>pD aaann pn an^P .aio>pn 
.paa nPd ia>Dajo 'pai pai yaipn Pd oann papun a^DaiaP nayy pn paaynn nannn nr 

<poa ,yaipn Pd amn a>DanP naanin maiPnD anNP nymiD apynn PiPiyan nNyipa .65 
nas naPooa pppyan >a> Py yaipn au nvnonn mon ,ooipn min nP’nrai >Pp min 
mo -pyn yaipn Pd ipnaDo map nP’P pd>no loiai omiyon pnonn Pinia .mnNp 
o»)D .non >am Paa P>aDo pirn o>Dia>n laayi Dia>n nPaa opiPd onoa naPoanD 
aoniD >aai ,dddq nPP aoKoa pny on nyppn pD>n nyp pap layyi yainn Pd pn no 
> ppa orvP ‘itma >pd>d pwa o»p>y on>Py omyota aoNan oppna pnvpan >ddn ,yamP 
um ,p’o>Pian imP>ya ppoanP tmnPi yaipn Py y^awnP naona Pan ,P>aDQi >dpn 
A mnesty Pd D^niPan pn pmna dnip yawn asm PDDan ’mu Pd pnipdp pompn 
nmppi ompy pyDK puna o>dqpd» omyon pnomn >djn >a onNPOD International 
oppya naan nnuy od naoaD iNann-pN NPaa anpoai anion man naiDao aaaa p>pq 

.D»o>Pia 


,14/y pioai 20.11.2018 dpo Amnesty International nil ppyn 


a"in= 


y>nN pn iMonn Dmyon pnomn ’DIN ,yaipn Pd o>nNn ayyo anNP ooiDNan o>»>a .66 
Po vnN ,onpma pNmna .yaipp aoppnP iP iaim iPd ayyan npo yainn Pd ao>yn 
Nin ana o”o>Pian onapnaan Py ipaiay pn p^oanP lima Dpm yaipn oaa pnpn yainn 
ppy aay yairnD P'on ”ooiaopPNn omnan" opoaa pk annua ia>arn o>apmn .aaiya 
pviDaD piPiP onai yainn .D^aiap onan Pd iop aaoai >opiDN ? n niion Dy an^a 
nPiyo Nin ona o^oppaa PiaaP po>Pian iPyia py Pan pn o>yai> napana pno^an 
n>n on>pN laDniD d^dikp aaonD o>iup D’oaa paaa popiDN'n nuon p>a D>anN oy 
piyaipnD oioia paayoo anMP panN o>Piao >a nPo oao yaipn ik ay .appa oyaiyn 

.iPd paPon a>DaaP pina kPd naanm inp^a 


DP’oypn opn oaiaD ,pmyon aaya D>aapppD yaipn Pd Paano Piai pPn oi .67 
s;nP P>yanP naona Pan ,P>aDm >dpn >pPa on’P dpipi pm lapnp aaaiya ,PPaa np^o^Piaa 

.ppu’Pian imP^yan PianP iP oiaiPi yaipn Py 
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nmouoiNo pbn Nino Citizen Lab tuoo t 
niynmno bonn nnnyo my^oNa 'pm ibo t 
noiubob nuoi pN mmnn o nnmn my nut 


inbo nmo ymnn bmp uodw wain yuoNn .68 
inbun monoo mioNib nbmi mi promo 
no nnn niNmn ,noyob .nninNn nnoiy 

.nuiyon nyi 


,15/y toiuoi 1.10.2018 oro Citizen Lab pio nn unyn mon = 


nmyon mbitoipn poib >opioton bNoo 
burnn mm m by nui Nino Turin niyuo n 


noon out r bub yrro ,2.10.2018 mu .69 
non inNb .onupy inbyi mm bUDoomn 
.miN nonb moon nboio 


inn pooon pb nonm myon nmbon nun omon oy nmra nnyn now popiuNm no .70 
piubon bo inn npiob ,uyn onv bo inp mby mNb anrmi ,mmnNn ooon 
nnboon mniyooo nomnnb Nip onn innono niNunm novNini iuqno nouoNn 

.nimnon pnNn ,o*m mom ,m\ripio*T bibnno 

t*tn bKuiou nbyn nmm ’ r )pWN»n noon tub ymnn iu nmyn nnmoon niTynn .71 
ouiyo omyy i>n> nnnn nppo nnboon momnn pob nam moPm nyon monb 
nyim nn»n n nnmoon mbpn . 00010:1 nnpioi nrob omb non ornioo bno ounm 

porno nn "uiton” nrnyo myuoNn nnboon mnoib mom bn by 

tub no nbiynn iimo nmoni voyo inN bourn "Oipin" nuyoi oio^on u tyo> ymnn .72 
o>n ’OpiON’n noon bo ’oPinn ibym nn .ib o>nb mono norm 10 m ’npwMn noon 
tub ymnn yu pmnon nbiynn iimo pom iPy mym ouiyon booon nmom om 
by numb nbnpnno nubnnb ynno oma no mnmoo ornporn mmm ovrp by noon 
nrnyo mysoNri nymno npyon mbiyn tu mo> >nmo nop tmpnn u po> y^mn .nun 

.mpiON'n noon bo ibiom tub npnmn mnnNno "moan" 

nyonb Nun "oiosn" nuyo >m by ibo onnn tinbon mono nnnn u po> ymnn .73 
.nyunn -yoonn omnon pw ib Din nyono nNmnn pnromm omomn 

nvoop nnnni fiiiumn bo pmom mbpon poor 

moon 001 oinnn mpoiy inn nmopn mun in tmbynno nmnm mynnino in by .74 
mbn duuo: bo noomb nun yonb nbu^ nbyn mmoo noibono nmun mpoiyi 
mim ud>n nbyob unn tpbno mmopn nrunm mynnin pmu nop miNa oPmio 
nnoNim onnN bo onmonu bobt nianni nmniNon n’ouN numb unno nonmn 
nrmyo in >n mpno nnmoo Nb nmopn nnnnni niymm nonmn .nomnb nun 
nin >>onb ynm nuyon on poob nnuon bnn ,o*tn mom bo mou nunn mopN piNn 

.mobrn >bnbn 













mnoy niNppya nppnny nooio ,pnonn nvn mp^No ,my:inin n pinoo ,nnp -non 75 
tpnpn o>onn o’nuoi iyyn nonop ’wna cnin oooioo oooiioyi nonoy vnnmo 
n\ 3100 npinppnno nnoun moon .pmnnn nN oppoy moon yon ,yNnp’ nmo ay 
03-iyon n puna .mnnoy mom oPNnm dtn morn yp niP 3 mnonn pn Nnono m >n 
□» o>yiD onono nnN opyoy ,nmiypn nny ion ,onopo opopo innn niyomnp 
yo yiyion nnpon nnp no nyN oPoyo yp 
yonn >o *iyp> ynwn >yy nmnoo ymnn oy 
popiPN'n yp inmmy nnnn nmo mn mnn 


oyipmy Dmyoy ymop nm o^nnnni 
npyip p>pom opWN»n noon wnmyn 
niyomnp nioinn mynoNn innN ymow 


moDi,Durrani D»oPnD opnyo ,onnN onoi iniN moyo nioinn pio^pn 700n p yyi 


nvnpi yyi noonoy mou nyOion moon yy noyon noninn op*t oopy niyon npnony 76 
Momn pm oooipo d>7k>«wu mmpyy nonyon n n pnpy nnoon d^iod doojon 
ronp ,pomopn noipnn Circles Technologies niiru ymo 2014 nip ^ynoi : nNin 
nK y-T\yy non ,OSY Technologies mynnin yp onp nnnn 'tv nNyo myynn moNO 
yo nmnnno yon nonyo piony nvnoyn nvmoNn mn>N nino yp o»noypn ooon 

.nnnnn 


>yy -ronK pny , Circles Technologies! ynio pi ino pnN pn onupyN ONim monnonno 77 
nnom puo ion pp>n >onn-yN no ,nn>Ni >oo<y pnony n’owyn niiyiono >pnn~yN 
Pn now pnyo "hopd nnN yom mono myuoNn mpiipon nonyon yp nyio>n yy "n>n" 

-y N py -ronKo 15:08 nypn 6.8.2014 opo onopyN nNin nymnn .pn noy po>o ’pnn 
.nnonn ooy nonyon opo inpy ooioyo nopo 4 iny pi piNn pnN yN ’pnn 


iy> yy nninpn nN popy ipo Pttnn >Pl niimmn yy ipy Circles Technologies OP) 78 
nonmn npanpN noy mywi niNn yoyon m>vyn nnnnno D>nnim !ny^ on^PDO niino 
.on>yyn >nnw yon npoNnn 70m nyn n'wooy nnnmn nonyon n nnom nnoyo p 
oounnw no ,*nyo nonyon yp nopop pw myonm >0 nn>oion nnN noipto nano 
norm NyN ,oyiyn nnno nmppno ymnn yp nnpon na>pn nnNP p>pan ^nny ipo pyp 

.nonyon nN poion ypoon 71m oy npPNn mynyoo 


>pon-yN >yy nonNi 10.8.2014-1 6 . 8.2014 o>o>no oinopyN nNin mnnonn pnyn 


,16/y piPO (Circles Techno 


logies-o npnoo oypm’oi piN! pnN pny 


nonyon yp mn>ppoNn nnomy myonin np 
55 nmon omypyi ,onyn pP>o 32 nmon 
nonyon nmon pny pn loyp’ iyyn ypoo >0 

myp nm’PpDNn 


o>p 7 N p mpipp np’p >0 o> nony nnp 79 
ip’ppoo ypoon ’onoy nniN moop nyp 
no >0 nynn yy nyy> Ny nn !o>nyn p>yo 
nmoi nmy>y> nN pnoy 7 N 'yoo 
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naiyoa nwyin unoiwno qtm nwn -pm D»p 
nnnN nono Pv nmana yoaP tnpp>a\y ir>> 


>d npyo nn K 03 nn >d 03 pit!? oipon ikd .80 
p pioo n>n m \yin>\y .nipaoo myaninvy 

,yi> 3 >n 3 i 


PPd navynno kPw Ji’jniNn maim npw nompn >3pa myanin nivniNp noon nosn .81 
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"States must protect against human rights abuse within their territory 
and/or jurisdiction by third parties, including business enterprises. 
This requires taking appropriate steps to prevent, investigate, punish 
and redress such abuse through effective policies, legislation, 
regulations and adjudication." 
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